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4 things you need to know about security
for Grammarly Business

Our business
model

We make money from
selling subscriptions - we
do not—and will not—
sell any users’ data.

Enterprise-grade
security

We meet enterprise-
grade security standards,
verified and audited by
industry- leading third
parties.

We offer a suite of
enterprise features that
give you control over

account access and data.

Limited data
processing, by
design

We only process data
that is necessary to
provide our service.

We don't train on any of
our customer’s
institutions’ text for all
our products and
services.

Best-in class
infrastructure

Our product is built on
best-in-class
infrastructure, following
industry standards to
guarantee security,
availability, and integrity.
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Trust and Security at Grammarly

Our Business Model | Our Priority

Maintaining customer trust is critical for our mission,

We make money from selling subscriptions and we consider security and our users’ privacy a
- we do not—and will not—sell any users’ top priority.
data.

We offer both free and paid services and
we make money by selling paid
subscriptions for premium services to
consumers and businesses.

| Our Commitment

We do not, and will not, sell your or your team’s
information. We don't help third parties advertise their
products to you.

You remain the owner of your content and we have no
@ ownership rights to any text written using our service.
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Grammarly for Business

g Enterprise-grade security

Certifications and compliance
Certifications verified and audited by EY and Protiviti

Security architecture and practices

Certified against Certified against
ISO/IEC 27017:2015 ISO/IEC 27001:2022
el oinf ertifyPoint 2 A s
i cnmae e Encryption in transit and at rest
Certified against Certified against Organizational and information Secuﬂty
ISO/IEC 27701:2019 ISO/IEC 27018:2019 )
o EY CertifyPoint by EY Certifypoint Restricted access to systems and data
Certificate No: 2024-017 Certificate No: 2021-027
Third-party vendor management
cloud )
“"A security Network security
alliance

Server hardening

CALIFORNIA
CONSUMER
PRIVACY ACT

.

System monitoring, logging,

7 N]|| pATA PRIVACY Ill
‘| DPF [{ FRAMEWORK

N A PROGRAM |

and alerting
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Grammarly for Business

ﬂ Enterprise-grade security

Verified and audited by industry-leading third parties

BITSIGHT  nccgroup®

The Standard in SECURITY RATINGS

Advanced security Annual third-party
rating score: 790 security audit
Grammarly has an Advanced Performs annual internal
security rating of 790, audi’;s of Grammarly angl
outperforming the tech industry provides recommendations

average of 723.

©

liackerone

Public bug bounty
program

° Private program launched in
September 2017

° Public program launched in
December 2018

° ~US$455,952 in bounties paid
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Grammarly for Business

9 Limited data processing, by design

All data is encrypted at rest and in transit. Security SyStemS and Data Flows @ grammarly

No text training occurs with our business

aws ‘ Data Centers in US

customers for any of our products and Grammarly Virtual Private Cloud )
. AES-256 Encryption IA Azure
services. C Microsoft Azure
We do not train our models on — (s;lr‘ag’gg‘;lrg‘s ) OpenAl .
For generative Al processing: S e e Taae - canltizad and

- de-identified Microsoft Azure
accounts purchased through our y > OpenAl Service

ini H Sales team - ] e 2
e No training or storage occurs in s AT ’ — e AN
o u r |_ |_ M , AZU re’ o r a ny 3 rd pa rty product improvement and training. i C | = ProcessinL = | H{—\’Lj

(contractually obligated). ‘ s senc

e All data sent to Azure is de- Web Application Firewall e
. .o 7 A'dmlnscan =
identified. 1 AP oA

organization.

&
. TLS 1.2 Encryption

*Enterprise accounts: Grammarly sanitizes and
replaces certain forms of personally identifying
SR information PII before the data is ever
Customer Applications ' ) ly's servers.
Text data is sanitized* (Enterprise customers only) include credlt card numbers, IBAN numbers, US
SSNs, UK NINO, CA SIN, various ID numbers

O @ 0 ‘ ’ - u ﬁ lﬂ ‘ * URLs, email addresses, and phone numbers.
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Security Systems and Data Flows grammarly

aws Data Centers in US

Grammarly Virtual Private Cloud

AES-256 Encryption

Microsoft Azure

Grammarly OpenAl Service
Suggestions

We do not train our models on 2
business customer text from
Grammarly Enterprise and Teams
accounts purchased through our
Sales team.

Datais
sanitized and
de-identified Microsoft Azure
OpenAl Service

Self-serve teams can opt-out of

product improvement and training. Generative Al TLS 1.2

Processing | Encryption

Azure sends
back

sehea : itten text
Web Application Firewall bl B

Admins can
disable generative Transient only,

Al use for their no storage or training
organization.

*Enterprise accounts: Grammarly sanitizes and
replaces certain forms of personally identifying
information (PlI) before the data is ever
transmitted to Grammarly’s servers. Examples
include credit card numbers, IBAN numbers, US
SSNs, UK NINO, CA SIN, various ID numbers,
URLs, email addresses, and phone numbers.




Grammarly for Business

9 Limited data processing, by design

Pro

Access and identity
management

Streamline authentication and ensure

that only the right people have access.

e Account roles and permissions
e SAML-based SSO
e Company usage insights

Enterprise

Unified company governance

2
7]

Data protection, domain
and application management

Gain visibility and control over
Grammarly’s use in your organization.

Control where Grammarly can be
accessed, and prevent sensitive data from
leaving your environment.

e Custom roles and group-level
permissions

e Audit logs

e Session Timeout

® Provisioning via SCIM or JIT

e Existing account capture (invite and
domain capture)

e Managed mode

e Domain controls

e Application controls

e Grammarly client controls

e Extra data loss prevention controls

e MS Office and Gmail confidential
configurations

e Bring Your Own Key

e No text training, automatically
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Grammarly for Business

Infrastructure

e AWS hosted in the US w/ SOC
2 and ISO 27001 certification

e We utilize AWS
security tools such as
GuardDuty, KMS, Inspector,
WAF, among others.

o Built on best-in-class infrastructure

Scalability

Availability

e Systems are designed to e Fault tolerant
scale horizontally to manage

demand e Hosted in different AZs

e Servicing over 30M users
every day and 70,000 teams

e Backups and DR
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Responsible Al RAI Risk Assessment Process

e Every new feature goes through a rigorous

@ Grammarly has a dedicated risk assessment process, including a hands-
. : on review by our linguists to identify
Responsible Al team that provides an potential risks, such as issues with bias and
ethical approach to product fairness.

development.

e Teams must then make updates to address
any discovered risks.

@ This team works to ensure quality,
fairness, and safety, while reducing
bias, harm, and misinformation.

©

This is the offensive content | want to report.

@ Our "humans-in-the-loop” approach
combines linguists and product
experts with Al/ML tools

©

=] Provide feedback

=X Offensive content
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